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Hlaseni chyb

Hlaseni chyb Sandboxu nebo jeho volani probiha vzdy pomoci mailové schranky api@kb.cz. Odeslany
mail musi obsahovat nize uvedené nalezitosti v pripadé chybéjici pozadované informace nebude mozné
dotaz nebo chybu zpracovat.

PSD2 API: CZ, SK

Prostfedi: Sandbox, Produkce

Zda bylo volano z FE Sandbox v¢&. typu a verze pouzitého prohlize€e nebo v pfipadé BE volani nazev a verzi
programu pro BE volani

Typ volani

Datum a €as uskute¢néného volani

IP adresu

Chybu a jeji co nejpfesnéjsi popis, ktery mize byt doplnén o pfislusny otisk obrazovky

Bez vySe uvedenych hodnot neni mozné hlasenou chybou zabyvat
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1. Postup pristupu do SandBox pres konzoli na API portalu

1.1. Ziskani licence (anebo minimalné zazadani o ziskani licence) k povoleni €innosti TPP pro scope

OAUTH od CNB (zépis do JERRS)

Poznamka: Pro praci v sandboxu KB API neni potieba licence od CNB (¢i od jiné narodni autority), ale

postacuje nasledujici registrace.

1.2. Zaregistrovani uzivatele / TPP pro volani mocku sluzby AISP

Uvodni stranka API portalu (https:/api.kb.cz/portal/?tenant=api.kb.cz) s pfehledem PSD2 sluzeb dostupnych na

sandboxu KB. Nutno podminkou pro jejich vyuzivani je registrace do portalu.

# PREJITNAWEB KBCZ

= KB APIPortil

APls

Choose category

{3} PSD2 services

Choose status

AISP-SANDBOX CISP-SANDBOX

Versien: v1 Version: v1

This iz KE REST AP| supposed fo
be used by AISP {Account

This is KE REST APl supposed to
be wsed by CISP (Card Issuing
Information  Service Provider) fo Service Provider) to check the
refrieve the list of client's accounts, clientz account balance (whether
account balance and transaction specific  amount of money s

& API@KE.CZ

APls Applications SIGN IN

What do you want to search? @ SEARCH

OAUTH2-SANDBOX PISP-SANDEOX

Version: vi Version: v1

SANDEOX KB IDP Authorization
API

KE PISP Component API

history

VIEW MORE >

available on client's account)

VIEW MORE >

VIEW MORE >

VIEW MORE >


https://api.kb.cz/portal/?tenant=api.kb.cz
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1.3. VypInéni v§ech povinnych Gdaji a odsouhlaseni podminek pouziti

V ramci registrace je nutné vyplnit vSechna povinna pole, souhlasit s podminkami pouzivani a vyplnit spravné captcha
Povinné pole jsou oznageny symbolem “**

Pole a jejich validace:
- First Name: vyplfite jméno v&. Diakritiky
- Surname: vyplrite pfijmeni v&. Diakritiky
- Username/Email: v doméné nejsou povoleny specialni znaky
- Password: heslo musi obsahovat min. 8 a maximalné 12 znak(, dale musi obsahovat ¢islice 0-9 a také malé a
velké pismena a déle specialni znaky jako |@#$%& apod.
- E-mail: max. délka je 31 znakl
- Organization name: dopliite nazev vasi organizace
- ICOILEI: dopliite vase ICO popfipadé LEI nebo jiné evidenéni &islo
- Phone: zadejte kontaktni mobilni telefonni €islo v mezinarodnim formatu napf. +420/+421 apod.
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# GO TO KB WEBSITE & API@KB.CZ

= KB APl Portal

£ GO BACK

Create An Account

Create your account for an access to KB APl portal sandbox. For full access to our system you
will need testing cerificate which will be provided fo you based on your request by our team.
After creating the profile, you will receive confirmation e-mail with further information.

User Information

First Name * Last Mame *

Usemame [ email *

Password * Confirm password *
Company information
E-mail *
Country *
Czech Republic v

Organization Mame *
ICOLEl*
Contact Person *

Phone *

I accept, that the KB APl Sandbox is only available for testing purposes of third parties.
The KB AP| Sandbox provides a fesfing environment that is used to imitate the
characteristics of a production environment and create simulated responses based on
testing data. Komercni banka a_s. supporis the Czech Open API Standard released by the
Czech Banking Associafion. As the KB API Sandbox is only in the test version, Komeréni
banka a.s. reserves the right, at its sole discretion, o change, modify, add or remove
testing data at any time.

Capicha

HLDTqgkz

Re-type Captcha =

REGISTER
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1.4. Prijeti potvrzujiciho e-mailu a aktivovani uétu pres vliozeny odkaz

Na emailovou adresu uvedenou pfi registraci je odeslan potvrzujici email s aktivaénim odkazem. Kliknutim na aktivaéni
odkaz registraci dokoncite a ucet na portalu aktivujete.

P& 10.01.
adminApi@kb.cz

Verification email

komu M Hriba Premys|

Hi Premysl Hriba,
You (premysl hriba@kb.cz) requested to create an account on KB API Portal. To verify your email address and activate your account please click on the following link

https://api.kb.cz/accountrecoveryendpoint/confirmregistration.do?confirmation=b42e9752-bdc4-4119-8420-
5b82feaB8aeaa&userstoredomain=PRIMARY &username=premysl hriba%40kb.cz&tenantdomain=api.kb.cz&callback=https%3A%2F%2Fapi.kb.cz%2Fportal

Ifyou did not request an account on this Portal, then please ignore this email
Ifyou need any help or have problems please contact our support team api@kb.cz.
Your Kemeréni banka a.s

This electranic messoge and any attachments (the "messoge"] are confidential, intended salely for the addresseels), ond may conrain legally priviieged i . Any ized use or ination is prohisired.

If you are nat the intended recipient please delete the message and notify immediately by telephaning ar e-mailing the sender. You should not copy the message or use it for any purpose nor disclose its contents to any other person. Given thar electronic communications nerwark
are not under aur direct control, we shall not be held liable for any domage caused by transmission hereof In cose the message is @ part of contract negotiations, we are entitied ta termingte such negotiations at any time and for whatever reason. The contract sholl nat be
executed until the parties reach a full agreement on terms and conditions of such @ contract.

1.5. Prihlaseni (pfes kliknuti na Sign In) do aplikaéniho portalu Sandbox
Do portalu se pfihlasite pomoci tlacitka Sign In v pravé horni ¢asti obrazovky.

# PREJITNAWEE KECZ & AFIEKE.CZ

= KB APIPortl APls  Applications SIGH N

APls

Choose category Choose status What do you want to search? @ SEARCH

{3} PSD2 services

AISP-SANDBOX CISP-SANDBOX OAUTH2-SANDBOX PISP-SANDBOX
Versiem vi Versiem vi Versiem vi Versiem vi
This is KB REST APl supposed to This is KB REST APl supposed to SANMDEBOX KB IDP  Authorizafion KE PISP Compoenent API
be wused by AISP (Account be wsed by CISP (Card Issuing APl
Information  Service Provider) fo Service Provider) to check the
refrieve the list of client's accounts, clients account balance (whether
account balance and transaction specific  amount of money s
history available on client's account)
VIEW MORE > VIEW MORE > VIEW MORE > VIEW MORE >



1.6. Vyplnéni prihlaSovacich udaji

Uzivatel vypIni jméno a heslo uvedené pfi registraci.

# GOTOKE WEBSITE

= KB APlPortal

£ GO BACK

Sign in to your account

Remember me on this computer

SIGN IN

Forgot Password

1.7. Vstup do aplikacniho menu

N KB

& AFI@KB.CZ

Po pfihlaSeni se v pravém hornim rohu zobrazuji udaje pravé pfihlaseného uzivatele. PfihlaSeny uzivatel mize
kliknutim na napis ,Applications® v horni ¢asti obrazovky vstoupit do menu kde jsou vSechny jeho aplikace.

# PREJITNAWEBKB.CZ

= KB APl Portl

APls

Choose category

{3} PSD2 services

AISP-3ANDEOX

Version: vi

This is KB REST API supposed fo
be used by AISP {Account
Information  Service Provider) fo
refrieve the list of client'’s accounts,
account balance and transaction
history

VIEW MORE >

Choose status

CISP-SANDEOX

Version: vi

This is KB REST AP supposed fo
be wsed by CISP (Card Issuing
Service Provider) to check the
client's account balance (whether
specific  amount of monsy s
available on client's account)

VIEW MORE >

£Pls

‘What do you want to search?

OAUTH2-5ANDBOX

Versien: v1

SANDEOX KB IDP Authorization
API

VIEW MORE >

& AFI@KE.CZ

J- PREMYSL_HRIEA@KE CZ@APILKE.CZ

[6f SEARCH

PISP-SANDBOX

Version: vi

KE PISP Component API

VIEW MORE >
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1.8. Aplikaéni menu

Uzivateli se zde zobrazi vSechny jeho zaregistrované aplikace. Poprvé nutno aplikace napfed registrovat/pfidat.
Pomoci tlagitka ,ADD APPLICATION®“ muze pfidat dal$i aplikace a pomoci tlacitek u kazdé aplikace provadét operace
s uz existujicimi aplikacemi (View, Edit, Delete).

View
Edit

Delete

# PREJITNAWEBKECZ & API@KE.CZ

= KB APl Portal APl Applications L FrEMYSL_HRIBAGKE CZ@APILKB.CZ

Applications

An application is a legical collection of APIs. Applications allow you to use a single access token to invoke a collection of APls and to subscribe to one AP multiple times with different SLA
levels. The DefaultApplication is pre-created and allows unlimited access by default.

(@]

-

HName * Tier Workflow Status Subscriptions Aclions
Test KB Unlimited ACTIVE 4 n ﬂ
Show | 10 v enfries  Showing 1te 1 of 1 enfries -

10



N KB
1.9. Add Application

Po stisknuti tlaCitka ,ADD APPLICATION®, se uzivateli zobrazi obrazovka pro vytvofeni nové aplikace, zde zada do
povinného pole ,Name® nazev nové aplikace, vybere jednu z moznosti do pole ,Per Token Quota“ a do pole
,Description* zada popis nové aplikace. Pole ,Description“ nemusi byt povinné vyplnéno. V poli ,Per Token Quota“ je
defaultné zadana hodnota ,UNLIMITED". Pokud by uzivatel stiskl tlaitko ,ADD“ bez toho aby vyplnil pole ,Name*
aplikace se nevytvofi a pole je Cervené oznaceno.

# PREJIT NAWEE KE.CZ & APIGKE.CZ
= KB APl Portal APls Applications L FREMYSL_HRIBA@HE CZ@APIKE.CZ

< APPLICATION LIST

Add Application

An application is a legical collection of APls. Applications allow you o use a single access token to invoke a collection of APIs and to subscribe to one AP multiple imes with different SLA
levels. The DefaultApplication is pre-created and allows unlimited access by default.

MName*

Characters left: 70

Per Token Quota UMLIMITED

This feature allows you to assign an APl request guota per access token. Allocated quota
will be shared among all the subscribed APIs of the application.

Description

1.10.View
Po vybrani moznosti view se uzivateli zobrazi nahled vybrané aplikace. Jsou zde 3 hlavni ¢asti:

1. DETAILS - slovni shrnuti vlastnosti aplikace, které ji jeji tvlirce zadal nebo které byly pozdgji zménény;
2. SANDBOX KEYS - viz. Kapitola 1.12;
3. SUBSCRIPTION - viz. Kapitola 1.11;

# PREJITNAWEBKBCZ = APIZKE.CZ

= KB APl Portal APz Applications A FREMYSL_HRIBA@KE.CZ@APIKE.CZ

£ APPLIGATION LIST
DefaultApplication

m SANDBOX KEYS SUBSCRIPTIONS

Status  APPROVED

Unlimited Allows unlimited requests
Per Token Quota  11e feature allows you to assign an AP request quota per access foken. Allocated quota
will be shared among all the subscribed APIs of the application.

Description Mot Given

11



N KB
1.11. Subscriptions

Seznam API, které dana aplikace vyuziva ke svému fungovani. Pfihlaseni odbéru se provadi v APl menu po rozkliknuti

konkrétniho API. Lze zde smazat odbér daného API pfisluSnym tlacitkem ,Delete“ pomoci ikony .
Jak pridat jednotlivé API naleznete v kapitole: APl menu
# PREJIT MAWEB KBE.CZ &= APIZKE.CZ

= KB APIPortal APls Applications L FREMYSL_HRIBA@KE.CZ@APIKB.CZ

< APPLICATION LIST

DETAILS SANDBOX KEYS SUBSCRIFTIONS

API Mame “  Subscription Tier Status Actions

AlSP-Sandbox - v Unlimited UNBLOCKED

CISP-Sandbox - vi Unfimited UNBLOCKED

OAuth2-Sandbox - v1 Unlimited UNBLOCKED

PISP-Sandbox - v1 Unfimited UNBLOCKED

Show| 11 v eniries  Showing 11to 4 of 4 eniries n

12
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1.12. Sandbox keys

Zde se generuji autentifikacni tokeny pro AISP/PISP. Konkrétni postup je popsan v pfiru¢kach pro Sandbox SK AIS a
PIS.

# PREJITNAWEBKECZ & API@KE.CZ

= KB APIPortal APls Applications L PREMYSL_HRIBAG@KE.CZ@APIKB.CZ

£ APPLICATION LIST
Test KB

DETAILS SANDBOX KEYS SUBSCRIPTIONS

SHOW KEYS

Consumer Key

Consumer Secret

Grant Types
The application can use the following grant types to generate Access Tokens. Basad on the application requirement, you can enable or disable grant types for this application.
Refresh Token H SAML2 Implicil Password
IVA-NTLM [ Client Credential Edcede
Callback URL
hitps:ifwwwkb.cz

UPD.

Generating Access Tokens

The following cURL command shows how fo generate an access token using the Password Grant type.

8
curl -k -d "grant_type=password&username=Usernamefpassword=Password”
-H "Autho ion: Basic Basesd(consumer-key:consumer-secret}”
https://api.kb.cz/token
In a similar manner, you can generate an access token using the Client Credential grant type with the follewing cURL command.
=

type=client_credentials" %
ion: Basic BaseBd(consumer-key:consumer-secret)”
https:/fapi.kb.cz/token

Generate a Test Access Token

Access Token

R IR RN E

Above token has a validity period of 3600 seconds. If you want to regenerate this token, please select it's scopes and validity period.

pisp : pisp.

SELECT.

Walidity pericd

3600 Seconds

REGENERATE :

13
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1.13. Edit

Po vybrani moznosti Edit se uzivateli zobrazi stejna obrazovka jako pro pfidani nové aplikace, ale jiz s predvyplnénymi
hodnotami. Po Upravé informaci a stisknuti tlacitka ,UPDATE" se zmény ulozi.
# FREJIT NAWEB KB.CZ

& API@KB.CZ
= IKB APl Portal APls Applications A FREMYSL_HRIBA@KE.CZ@APLKE.CE
< APPLICATION LIST

Test_KB
m SANDBOX KEYS SUBSCRIPTIONS
Status APPROVED
Unlimited Allews unlimited requests
Per Token Quota  1his feature allows you to assign an API request quota per access foken. Allocated quota
will be shared among all the subscribed APls of the application.
Dascription Mot Given
# PREJIT MA WEB KE.CZ &= APIGKBCZ
= KB APl Portal APls Applications A FREMYSL_HRIBA@KE.CZ@APLKE.CZ
< GO BACK

Edit Application

MName* Test_KB

Characters leff. 63

mited requests

Per Token Quota UNLIMITED Allows uli

Thiz feature allows you to assign an APl request quota per access token. Allocated quota
will be shared among all the subscribed APIs of the application

Description

UPDATE

14
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1.14.Delete

Po vybrani moznosti delete se uzivateli zobrazi hlaSka o potvrzeni smazani dané aplikace ,Are you sure you want to
remove the application "App_name" ?“ a 2 tlacitka ,YES* a ,NO". Pokud uzivatel zvoli moznost ,YES*, aplikace je
smazana a je zobrazena pfedchozi obrazovka s pfehledem aplikaci. Smazana aplikace jiz v seznamu neni. Pokud
uzivatel zvoli moznost ,NO*, je vracen na pfedchozi obrazovku s plivodnim seznamem aplikaci.

# PREJIT NA WEE KB.CZ = APIGKB.CZ

= KB APl Portal APls Applications L FrEMYSL HRIBA@KE.CZ@APIKE.CZ

+4 ADD AFPLICATION

Applications

An application is a logical collection of APls. Applications allow you to use a single access token to invoke a collection of APIs and to subscribe to one APl multiple times with different SLA
levels. The DefaultApplication is pre-created and allows unlimited access by defaull.

Q. Fitter by

Mame * Tier Workflow Status Subscriptions Actions
DefaultApplication Unlimited ACTIVE V]

Test_KB Unlimited ACTIVE 4

Show 10 v eniries Showing 1to 2 of 2 eniries

Confirm Delete

Are you sure you want o remaove the application "Defaultd pplication™ ?

15
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1.15.API menu

Prihlaseny uzivatel muze kliknutim na napis ,APIs" v horni ¢asti obrazovky vstoupit do menu, kde jsou vSechna API, ke
kterym ma pfistup.

# PREJIT MA WEB KECZ & AFIEKE.CZ

= KB APl Portal Applications A FREMYSL_HRIBA@KE CZ@AFI KB.CZ

Applications

An application is a logical collection of APIs. Applications allow you to use a single access token to invoke a collection of APls and to subscribe to one APl multiple times with different SLA
levels. The DefaultApplication is pre-created and allows unlimited access by default.

MName *  Tier Workflow Status Subscriptions Actions

DefaultApplication Unlirnifed ACTIVE 0 n H
Test_KE Unlimited ACTIVE 4 H ﬂ

Show 10 v enfries  Showing 1to 2 of 2 enfries n

1.16. Vybrani urcitého API
Kliknutim na ,VIEW MORE" si uzivatel zobrazi dané API.

# PREJTNAWEBKECZ = API@KE.CZ

= KB APl Portal APls Applications L PREMYSL_HRIBA@HE CZ@APIKE.CZ
APls

Choose category Choose status What do you want to search? @ SEARCH

{&1} PSD2 services

AISP-SANDBOX CISP-SANDBOX OAUTH2-SANDBOX PISP-SANDEOX

Version: vi Version: vi Version: vi Version: vi
This is KB REST AP supposed to This is KB REST AP| supposed to SANDBOX KB IDP  Authorizafion KB PISP Component API
be wused by AISP (Account be wsed by CISP (Card Issuing AP
Information  Service  Provider) o Service Provider) to check the
refrieve the list of client's accounts, client's account balance (whether
account balance and transaction specific  amount of money s
history available on client's account)

16
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1.17.Vstoupeni do uréeného API
e AP| CONSOLE-seznam operaci, které dané APl umoziuje;
¢ DOCUMENTATION-veskera dostupna dokumentace k uréené aplikaci;

Zde je také mozné pres tlacitko ,SUBSCRIBE" pfihlasit aplikace k odbéru vybraného API tak, aby aplikace mohly
vyuzivat jeho funkce (pokud je uzivatel fadné pfihlasen).

# PREJIT NA WEE KE.CZ & API@KE.CZ
= KB APl Portal APls Applications A PREMYSL_HRIBA@KE.CZ@APIKE.CT
< GO BACK

AISP-Sandbox

Version: vi Updated: 06/Sepi2019 12:53:33 PM CEST Status:

This is KB REST AP supposed fo be used by AISP (Account Information Service Provider) to refrieve the list of client's accounis, account balance and transaction history

API CONSOLE DOCUMENTATION

(© Notice
‘fou require a testing cerificate and an access token to try the APIL Please contact us on api@kb.cz to receive a testing certificate. You can generate an access token
in Applications menu.

Set Request Header

Authorizafion : Bearer | Access Token
Swagger ( /swaggerjson )
aisp

Retfrns =t of client's accounts SHOW MORE
mylaccounts

GET

GET C.rr.e nt o
mylaczounts!]

Ac:,_:-un'.'s :ran_saction h s:-;-r',' SHOW MORE -
mylaceounts/{id}transactions

t balance SHOW MORE
d}balance

/" Applications N Tiers

DEFAULTAPPLICATION UMLIMITED

Mew Application. ..
My Applications
DefaultAspplication

Test KB

17
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1.18. Subscribe

Po vybrani aplikace a stisknuti tlacitka ,SUBSCRIBE" se uzivateli zobrazi hlaSka o uspéSném pfihlaseni k odbéru API
a mlze bud zustat na strance, kde se nachazel pfed pfihlaSenim odbéru, nebo se mlze kliknutim na tlacitko ,VIEW
SUBSCRIPTIONS* pfesunout do sekce VIEW/SUBSCRIPTIONS aplikace, kterou pravé pfihlasil k odbéru daného API.

Subscription Successful

You have successfully subscribed fo the APL

VIEW SUBSCRIPTIONS STAY ON THIS PAGE

18
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1.19. PSD2 slovnik - vybér
API — Application Programing Interface
REST - (Representational State Transfer) - REST je architektura API, ktera nam umozfiuje pfistupovat k datim a
provadét nad nimi CRUD operace. Architektura, ktera pracuje obvykle pfes protokol HTTP/HTTPS. REST je
bezstavovy, ¢imZ jednak znaéné zjednoduSuje komunikaci s APl a umoznuje paralelni zpracovani obsahu. Zarover ho
Ize dost snadno pouzit s HTTP, coz je velice rozSifeny protokol. V neposledni fadé nam poskytuje urcity standard,
takZe neni problém pouzit cizi APl nebo naopak nabizet vlastni API velkému mnoZstvi dalSich uZivatell. Rozhrani
REST je pouzitelné pro jednotny a snadny pfistup ke zdrojim (resources). Zdrojem mohou byt data, stejné jako stavy
aplikace (pokud je Ize popsat konkrétnimi daty). VS8echny zdroje maji vlastni identifikdtor URI a REST definuje Ctyfi
zakladni metody pro pfistup k nim (GET, PUT, POST, DELETE). Vyznamy jednotlivych HTTP Verbs jsou nasledujici:

e  GET - ziskani dat

e POST - vytvofeni

e PUT - upravy (upravi cely zdroj - chova se jako SET)

e DELETE - smazani

e PATCH - ¢astecné upravy
REST API - rozhrani pro distribuované prostfedi orientované na data, nikoli na volani procedur jako napf. RPC (XML-
RPC) ¢i SOAP. Webové sluzby definuji vzdalené procedury a protokol pro jejich volani, REST ur€uje, jak se pfistupuje
k datiim. REST API vyuziva metody HTTP jako jsou @GET, @PUT, @POST, @DELETE, @PATCH.
TPP — Third Party Provider (tFeti strana registrovana/licencovana CNB)
AIS - Account Information Service
PIS - Payment Initiation Service
CIS - Card-based Payment Instrument Issuance Service
CISP - Card-based Payment Instrument Issuance Service Provider
ASPSP — Account Servicing Payment Service Provider (banka vedouci platebni ucet platce)
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