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Error reporting
Reporting quarantined errors or calling them always takes place via the mailbox api@kb.cz. The e-mail
sent must contain the following information, in case the required information is missing, it will not be
possible to process the query or error.

PSD2 API: CZ, SK

Environment: Sandbox, Production

Whether it was called from FE Sandbox incl. the type and version of the browser used or, in the case of a BE
call, the name and version of the program for the BE call

Request type

Date and time of the call

IP address

The error and its most accurate description, which can be supplemented with the appropriate screenshot

Without the above values, it is not possible to solve the reported error.

1. ccess to the SandBox through the API Portal Console

1.1. Obtaining (or, at least, applying for) the TPP activity licence for the OAUTH scope from the CNB

(registration in JERRS)
Note: A licence issued by the CNB is not required for the KB API Sandbox; the below registration

will suffice.

1.2. User registration / TPP for AISP service mock calling

API portal homepage (https://api.kb.cz/portal/?tenant=api.kb.cz) contains an overview of PSD2 services available in the
KB Sandbox. To use them, the user must register in the portal.

# PREJITNA WEBKB.CZ = APIGKE.CZ

= KB APIPortil 4Pls  Applications SIGN N

APls ﬂ
Choose category Choose staius What do you want to search? @ SEARCH

{&3} PSD2 services

AISP-SANDBOX CISP-SANDBOX CAUTH2-SANDBOX PISP-SANDEOX

Version: vi

This is KB REST AP| supposad to
be wused by AISP  (Account
Information Service Provider) fo
refrieve the list of client's accounts,
account balance and transaction
history

WIEW MORE >

Version: v1

This is KB REST AP| supposad fo
be wsed by CISP (Card Issuing
Service Provider) to check the
clients account balance (whether
specific  amount of money s
available on client's account)

VIEW MORE >

Version: v1

SANDEOX KB IDP Authorization
API

VIEW MORE >

Version: v1

KE PISP Compenent API

VIEW MORE >
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1.3. Filling in all mandatory data and agreeing to terms of use

All mandatory fields must be filled in, terms of use agreed to, and the correct captcha entered during the registration
process.

Mandatory fileds

wkn

Fields and validation:

First Name: fill in name incl. Diacritics

Surname: fill in the surname incl. Diacritics

Username / Email: special characters are not allowed in the domain

Password: Password must contain min. 8 and a maximum of 12 characters, must contain the numbers 0-9 as well as
lowercase and capital letters, as well as special characters like! @ # $% & Etc.

E-mail: maximum length is 31 characters

Organization name: fill in the name of your organization

ICO / LEI: fill in your ICO or LEI

Phone: enter the contact mobile phone number in international format eg + 420 / + 421 etc.
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# GOTO KE WEEEITE & API@KE.CZ

= KB APlPortal

£ GO BACK

Create An Account

Create your account for an access to KB API portal sandbozx. For full access to our system you
will need testing cerificate which will be provided fo you based on your request by our team.
After creating the profile, you will receive confirmation e-mail with further information.

User Information
First Name * Last Mame *
Usemame [ email *
Password * Confirm password *
Company informaticn
E-mail *
Country *
Czech Republic v

Organization Mame *
ICOLEl *
Contact Person *

Phone *

| accept, that the KB APl Sandbox is only available for testing purpeses of third parties.
The KB AP| Sandbox provides a tesfing environment that is used to imitate the
characteristics of a production environment and create simulated responses based on
testing data. Komeréni banka a 5. supporis the Czech Open APl Standard released by the
Czech Banking Associafion. As the KB API Sandbox is only in the test version, Komeréni
banka a.s. reserves the right, at its sole discrefion, to change, modify, add or remove
testing data at any time.

Capicha

HLDTqgkz

Re-type Captcha =

REGISTER
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1.4. Receiving a confirmation email and activating the account via an embedded link

A confirmation email containing the activation link is sent at the email address entered during the registration process.
You can complete the registration process and activate the portal account by clicking on the link.

Verification email

Komu M Hriba Premysl

Hi Premysl Hriba,

You (premys| hriba@kb cz) requested to create an account on KB API Portal. To verify your email address and activate your account please click on the following link

https:/fapi.kb.cz/accountrecoveryendp oint/confirmregistration.do?confirmation=b42e9752-bdc4-4119-8420-
5b82fea8aeaaduserstoredomain=PRIMARY &username=premysl hriba%40kb.cz&tenantdomain=api.kb.cz&callback=https%3A%2F%2Fapi.kb.cz%2Fportal

If you did not request an account on this Pertal, then please ignore this email

I you need any help or have problems please contact our support leam api@kb.cz

Your Kemeréni banka a.s

This electronic message and any attachments (the "message”) are canfigentisl, intended solely far the addresseefs), and may contain legally privileged infarmation. Any ungutharized use or dissemingtion Js prahibited.

If you are nat the intended recipient please delete the message and notify immediarely by telephaning or e-mailing the sender. You should not copy the message or use it for any purpose nor disclase its contents to any other person. Given that electronic communications nerwork
are nat under our direct control, we shall nat be held fiobie for any damage coused by transmission hereof. In case the message is o Port of CONITACT NegoTiations, we are entitied ta rerminate such negotiations at any time and for whatever reasan. The cantroct shall not be
executed until the parties reach o full agreement an terms and congitians of such a cantract.

1.5. Signing in the application portal (by clicking on Sign In)

You can sign in the portal by clicking on the button in the right upper corner of the screen.

# PREJITNA WEB KE.CZ & AFIEKE.CZ

= KB APIPortil aPls Applications siGH N

APls

Choose category Choose stalus What do you want to search? @ SEARCH

{3} PSD2 services

AISP-SANDBOX CISP-SANDBOX OAUTHZ-SANDEOX PISP-SANDBOX
Version: vi Versienm: vi Versien: v1 Version: vi
This is KB REST AP| supposed to This i= KB REST AP| supposed fo SANDBOX KB IDP  Authorizafion KE PISP Component API
be wused by AISP (Account be used by CISP (Card Issuing API
Information Service Provider) fo Service Provider) to check the
retrieve the list of client's accounts, client’s account balance (whether
account balance and transaction specific  amount  of monsy s
history available on client's account)
VIEW MORE > VIEW MORE > VIEW MORE > VIEW MORE >



1.6. Filling in your login information

The user fills in his/her name and password entered during the registration process.

# GOTOKE WEESITE

= KB APIPortal

GO BACK

Sign in to your account

Remember me on this computer

SIGN IN

Faorgot Password

1.7. Entering the application menu
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&2 API@KE.CZ

After signing in, the information about the user currently logged in is displayed in the right upper corner of the screen. By
clicking on the “Applications” button in the upper part of the screen, the currently logged-in user can enter the menu in

which all his/her applications are registered.

# PREJITMAWEB KE.CZ

= KB APl Portl

APls

Choose category Choose status

{3} PSD2 services

AISP-SANDEOX CISP-SANDBOX OAUTHZ-SANDBOX

Version: vi Versisn: vi Version: vi

This is KB REST APl supposad fo
be wsed by AISP {Account
Information  Service  Provider) fo
retrieve the list of client's accounts,

This is KB REST AP supposaed to
be used by CISP (Card Issuing AFI
Service  Provider) to check the
client’s account balance (whether

account balance and transaction specific  amount  of money i
history available on client's account)
VIEW MORE > VIEW MORE > WIEW MORE

VWhat do you want to search?

SANDBOX KB IDP Authorization

&= AFI@KE.CZ

APIs Applications L PREMYSL_HRISA@HB CZ@APLKE.CZ

[68 SEARCH

PISP-SANDEOX

Versisn: vi

KE PISP Component API

VIEW MORE >
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1.8. Application menu

In this menu, the user can see all his/her applications. For the first time, applications must first be registered/added. More
applications can be added using the “ADD APPLICATION” button and existing applications can be viewed, edited and/or
deleted using the respective buttons (View, Edit, Delete).

View

Edit
ﬂ Delete

# PREJITNAWEEKECZ & APIGKE.CZ

= IKB APIPortal APls Applications A FREMYSL_HRIBA@KE.CZ@APIKB.CE

Applications

An application is a legical collection of APls. Applications allow you to use a single access token to invoke a collection of APls and to subscribe to one AP multiple imes with different SLA
levels. The DefaultApplication is pre-created and allows unlimited access by default.

Name “  Tier Workflow Status Subscriptions Actions
Test KB Unlimited ACTIVE 4 n H
Show 10 v |enfies  Showing 1to 1 of 1 eniries n
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1.9. Add Application
By clicking on the “ADD APPLICATION” button, the user can view a screen in which a new application can be created.
Here, the user can enter the name of the new application into the “Name” mandatory field, select one of the options in
the “Per Token Quotas” field, and enter the description of the new application into the “Description” field. The “Description”
field needs not to be filled in. The default value of the “Per Token Quotas” field is “UNLIMITED”. If the user clicks on the
“ADD” button without filling in the “Name” field, no application is created and the field is highlighted in red.

# PREJITMAWEE KE.CZ & API@KE.CZ

= KB APl Portal APls Applications AL FREMYSL_HRIBA@HE.CZ@AFI.KE.CZ

« APPLICATION LIST

Add Application

An application is a legical collection of APIs. Applications allow you to use a single access token fo invoke a collection of APls and to subscribe fo one APl muliiple imes with different SLA
levels. The DefaultApplication is pre-created and allows unlimited access by default.

Mame*
Characters lsit: 70
Per Token Quota UMLIMITED Allowes ulimited requests
This feature allows you to assign an API request quota per access token. Allocated quota
will b2 shared among all the subscribed APIs of the application.
Description
A
1.10.View

If the “View” option is selected, the user can view the given application. The function consists of 3 main parts:

1. DETAILS - a brief description of the properties of the application, which were defined by its author or were later
changed;

2. SANDBOX KEYS — see Chapter 1.12;

3. SUBSCRIPTION — see Chapter 1.11.

# PREJIT NA WEB KB.CZ = AFI@KE.CZ

= KB APl Portal APls Applications L PREMYSL_HRIBA@KE.CZ@API KE.CZ

< APPLICATION LIST
DefaultApplication

m SANDBOX KEYS SUBSCRIPTIONS

Status APPROVED

Unlimited Allows unlimited requesis
Per Token Quota  11s feature allows you to assign an API request quota per access foken. Allocated quota
will be shared among all the subscribed APls of the application.

Description Mot Given

10
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1.11. Subscriptions

A list of the APIs used by the given application. The subscription can be made through the APl menu, after clicking on
the specific APl and deleted by clicking on the relevant “Delete/Dustbin” button.

How add API: APl Menu
# FPREJIT NAWEBKB.CZ = APIGKE.CZ

= KB APIPortal APls Applications A FREMYSL_HRIBA@KE.CZ@API KE.CZ

< APPLICATION LIST
Test KB

DETAILS SANDBOX KEYS SUBSCRIPTIONS

Q1 Fitter b
APl Mame “  Subscription Tier Status Aclions

AlSP-Sandbox - v Unlimited UNELOCKED

CISP-Sandbox - vi Unlimited UNELOCKED

QAuth2-Sandbox - v1 Unilimited UNELOCKED

PISP-Sandbox - v1 Unlimited UNELOCKED

Show 10 v eniries  Showing 1to 4 of 4 enfries n

11
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1.12. Sandbox keys

AISP/PISP authentication tokens are generated here. The specific procedure is described in the Sandbox SK AIS and
PIS manuals.

# PREJITNAWEE KB.CZ & API@KE.CZ

= KB APIPortal APls Applications L FREMYSL_HRIBA@KE CZ@APIKE.CZ

< APPLICATION LIST
Test KB

DETAILS SANDBOX KEYS SUBSCRIPTIONS

SHOW KEYS

Consumer Key

FTTTTTrrpre

Consumer Secret

Grant Types
The application can use the following grant types to generate Access Tokens. Based on the application requirement. you can enable or disable grant types for this application.
Refresh Token |- [ immplicit Password
IWA-NTLM E Client Credential Code
Callback URL

hitps: it kb.cz

UPDATE

Generating Access Tokens

The following cURL command shows how fo generate an access token using the Password Grant type.

¢ Basic BaseBd{consumer-key:consumer-secret}”
https://api.kb.cz/token

In a similar manner, you can generate an access foken using the Client Credential grant type with the following cURL command.
curl -k -d "grant_type=client_credentials"” %

-H "Autho ion: Basic Basebd({consumer-key:consumer-secret}”
https://api.kb.cz/token

Generate a Test Access Token

Access Token

L T LT TP T R P P E

Above token has a validity period of 3600 seconds. If you want te regenerate this token, please select it's scopes and validity period.

pisp : pisp.

SELECT..

Walidity period

3600 Seconds

REGENERATE :

12
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1.13. Edit

If the “Edit” option is selected, the user can view the same screen as for Add Application (above), but with values prefilled.
The information contained herein can be updated and saved by clicking on the “UPDATE” button.

# PREJTNAWEE KBCZ

= APIGKB.CZ
= KB APl Portal APls Applications L FrEMYSL HRIBA@KE.CZEAPLKE.CE
< APPLICATION LIST -
Test KB
m SANDBOX KEYS SUBSCRIPTIONS
Status  APPROVED
Unlimited Allows unlimited requests
Per Token Quota 1 is feature allows you to assign an API request quota per access foken. Allocated quota
will be shared among all the subscribed APls of the application.
Description Mot Given
# PREJITMA WEB KE.CZ &= APIGKECZ
= KB APl Portal APIs Applications A FREMYSL_HRIEA@KE.CZ@APIKE.CZ

< GO BACK

Edit Application

Name* Test KB

Characters leff: 63

Per Token Quota UMLIMITED Allows unlimited regquests

Thiz feature allows you to assign an AP request quota per access token. Allecated quota
will be shared among all the subscribed APls of the application

Description

UPDATE

1.14. Delete

13
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If the “Delete” option is selected, the user can see a message confirming the deletion of a given application (“Are you sure
you want to remove the application "App_name" ?”) plus 2 buttons — “YES” and “NQO”. If the “YES” option is selected, the
application will be deleted and the previous screen with an overview of the applications will be displayed. The deleted
application no longer appears in the list. If the user chooses the “NO” option, he/she returns to the previous screen
containing the original list of applications.

# PREJITNAWEBKE.CZ & API@KE.CZ

= KB APl Portal APls Applications A FREMYSL_HRIBA@KE.CZ@APIKECZ

4 ADD APPLICA

Applications

An application is a logical collection of APls. Applications allow you to use a single access token to invoke a collection of APls and fo subscribe to one APl multiple times with different SLA
levels. The DefaultApplication is pre-created and allows unlimited access by default.

Q) Filter by

MName “ Tier Workflow Status Subscriptions Actions
Defaultspplication Unlimited ACTIVE 1] H
Test_KB Unlimited ACTIVE 4 n

Show 10 v enfries Showing 1 to 2 of 2 entries

Confirm Delete

Are you sure you want to remove the application "DefaultApplication”™ ?

14
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1.15. API| Menu

By clicking on “APIs” in the upper part of the screen, the currently logged-in user can enter the menu containing all APIs
he/she is allowed to access.

# PREJITNA WEE KE.CZ & API@KB.CZ

= KB APIPortil

Applications

Applications

A PREMYSL_HRIBA@KE.CZ@APIKB.CZ

An application i a logical collection of APls. Applications allow you to use a single access token fo invoke a collection of APls and to subscribe to one API mulliple fimes with different SLA
levels. The DefaultApplication is pre-created and allows unlimited access by default.

1 Filter by
Mame *  Tier Workflow Status Subscriptions Actions
Defaultipplication Unlimited ACTIVE 0 n H
Test KB Unlimited ACTIVE 4 n H
Show 10 ¥ enfries  Showing 1o 2 of 2 entries n

1.16. Selecting a specific API
The user can view the specific API by clicking on the “VIEW MORE” button.

# PREJITNAWEBKB.CZ & APIGKE.CZ

= KB APIPortl APl

Applications L PREMYSL_HRIBA@KB.CZ@APIKB.CZ

APls

Choose category

{5} PSD2 services

Choose stalus

What do you want to search?

[OB SEARCH

AISP-SANDBOX CISP-SANDBOX OAUTH2-5ANDBOX PISP-SANDBOX
Version: vi Version: v1 Version: v1 Version: v1
This is KE REST APl supposad to This is KE REST APl supposed to SANDBOX KB IDP  Authorizafion KE PISP Component API

be wused by AISP (Account
Information  Service Provider) fo
refrieve the list of client's accounts,
account balance and transaction
history

be used by CISP (Card Issuing
Service Provider) to check the
clients account balance (whether
specific  amount of money is
available on client's account)

API

15
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1.17. Entering a specific API
API CONSOLE - list of operations allowed by the specific API;
DOCUMENTATION — all available documentation concerning the specific application.

The subscription of a selected APl can be made here by clicking on the “SUBSCRIBE” button, so that the given
applications can use the API’s functions (as long as the user is properly signed in).

# PREJITMAWEB KE.CZ & APIEKE.CZ
= KB APl Portal APls Applications A PREMYSL_HRIBA@KE.CZ@APIKE.CE
< GO BACK
AISP-Sandbox
Version: 1 Updated: 08/Sep/2019 12:53:38 PM CEST Status:

This is KB REST API supposed fo be used by AISP (Account Information Service Provider) fo retrieve the list of client's accounis, account balance and fransaction history

(© Notice

‘fou require a testing cerificate and an aceess token to try the API. Please contact us on api@kb.cz to receive a testing certificate. You can generate an access foken
in Applications menu

Set Request Header

Authorization : Bearer | Access Token

Swagger ( fswaggerjson )

GET Returns list of client's accounts SHOW MORE v
mylaccounts
frent account talancs SHOW MORE *~
ylaccounts/{idlbalance

ansaction history SHOW MORE
unts/{id}transactions

/" Applications N Tiers

DEFAULTAPPLICATION UNLIMITED

Mew Application...

Defaultipplication

Test KB
. A

1.18. Subscribe
After an application has been selected and the “SUBSCRIBE” button clicked, a message confirming the successful API
subscription is displayed. Subsequently, the user can either stay on the screen where he/she was before making the
subscription, or click on the “VIEW SUBSCRIPTIONS” button to move to the VIEW/SUBSCRIPTIONS section of the
application for which the given API has just been subscribed.

16



Subscription Successful

“ou have successfully subscribed fo the APIL

VIEW SUBSCRIPTIONS STAY OM THIS PAGE

17
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1.19. PSD2 Glossary — selected terms

API — Application Programing Interface
REST — (Representational State Transfer) is an API architecture, which allows for accessing the data and execute CRUD
operations. It usually uses the HTTP/HTTPS protocol. REST is stateless, which makes communication with the API much
easier and allows for the parallel processing of its contents. At the same time, it can be easily used with HTTP, which is
a widely used protocol. Last not least, it provides a standard of a kind so we can easily use an API created by somebody
else or offer our API to a number of other users. The REST interface supports uniform and easy access to resources.
Such resources can be data or application states (as long as they can be described using specific data). All resources
have their URI identifier. REST defines four basic methods of access (GET, PUT, POST, and DELETE). The HTTP Verbs
have the following meaning:

GET - obtaining the data

POST - creating

PUT - editing (like SET, it edits an entire resource)

DELETE - deleting

PATCH - partial editing
REST API - Distributed environment interface oriented on data, not on calling procedures like RPC (XML-RPC) or SOAP.
Web services define remote procedures and their calling protocol; REST decides how the data should be approached.
REST API uses HTTP methods, such as @GET, @PUT, @POST, @DELETE, @PATCH.
TPP — Third Party Provider (a third party registered/licenced by the CNB)
AIS — Account Information Service
AISP — Account Information Service Provider
PIS — Payment Initiation Service
PISP — Payment Initiation Service Provider
CIS — Card-based Payment Instrument Issuance Service
CISP - Card-based Payment Instrument Issuance Service Provider
ASPSP — Account Servicing Payment Service Provider (a bank holding the debtor’'s payment account)
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