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Hlaseni chyb

KB

Hlaseni chyb Sandboxu nebo jeho volani probiha vzdy pomoci mailové schranky api@kb.cz. Odeslany
mail musi obsahovat nize uvedené nalezitosti v pripadé chybéjici pozadované informace nebude mozné

dotaz nebo chybu zpracovat.

PSD2 API: CZ, SK
Prostredi: Sandbox, Produkce

Zda bylo volano z FE Sandbox v&. typu a verze pouzitého prohlizee nebo v pfipadé BE volani nazev a verzi

programu pro BE volani

Typ volani

Datum a ¢as uskute¢néného volani
IP adresu

Chybu a jeji co nejpfesnéjsi popis, ktery miize byt doplnén o pfislusny otisk obrazovky

Bez vySe uvedenych hodnot neni mozné hlasenou chybou zabyvat

1 Postup vygenerovani authorization_code/refresh token pro aplikaci

1.1 Predpoklady pristupu k aplikacim

Uzivatel je Fadné zaregistrovan a pfihlasen. — viz Pfiru¢ka Sandbox registrace ufivatele.

1.2 Vstup do aplikaéniho menu

PFihlaseny uzivatel muze kliknutim na napis ,Applications” v horni ¢asti obrazovky vstoupit do menu kde si mlze

zaregistrovat své aplikace.
# PREJITMAWEBKECZ

= KRB APl Portal

APIs

Choose category Choose status

{3} PSD2 services

AISP-SANDBOX CISP-SANDBOX

Version: vi Version: vi

& AFIEKE.CZ

APls Applications A PREMYSL_HRIBA@KE CZ@APIKE.CZ

‘What do you want to search? @ SEARCH

OAUTH2-SANDBOX PISP-SANDEOX

Version: vi Version: vi

This is KBE REST APl supposed to
be wsed by AISP (Account
Information  Service Provider) fo
refrieve the list of client’s accounts,
account balance and transaction
history

VIEW MORE >

This is KB REST APl supposed to
be wsed by CISP (Card Issuing
Service Provider) to check the
client's account balance (whether
specific  amount  of money s
available on client's account)

VIEW MORE >

SANDBOX KB IDP  Authorization
AP

VIEW MORE >

KB PISP Component API

VIEW MORE >
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# PREJIT NA WEB KB.CZ = APIZKE.CZ
= IKB APl Portal APls Applications L FREMYSL_HRIBA@MB.CZ@APIKE.CZ
Applications

An application is a logical collection of APls. Applications allow you to use a single access token to invoke a collection of APls and to subscribe to one APl multiple imes with different SLA
levels. The DefaultApplication is pre-created and allows unlimited access by default.

e
L4 Filter b

Name “ Tier Workflow Sfatus Subscriptions Aclions

DefaultApplication Unlimited ACTIVE 1 n ﬂ
Test_KB Unlimited ACTIVE 4 n ﬂ

Show 10 v entries Showing 1o 2 of 2 enfries -

1.3 Rozkliknuti aplikace

Uzivatel klikne na moznost view, natez se mu zobrazi nahled vybrané aplikace. Jsou zde 3 hlavni ¢asti:
DETAILS, SUBSCRIPTION a SANDBOX KEYS.

# PREJITMA WEB KB.CZ & API@KBE.CZ

= KB APl Portal APls Applications L PREMYSL_HRISA@KE.CZ@APIKE.CZ

£ APPLICATION LIST
Test KB

m SANDEOX KEYS SUBSCRIPTIONS

Status  APPROVED

Unlimited Allows unlimited requests
Per Token Quota  1his feature allews you o assign an AP request quota per access loken. Allecated guota
will be shared among all the subscribed AFls of the application.

Description Mot Given
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1.4 Sandbox keys

Uzivatel poté (po volbé pfislusné aplikace) prejde do sekce ,Sandbox keys®, kde pokud byly spinény podminky pro
vygenerovani authorization_code/refresh token (viz. 1.6), tak zde muGzZe vygenerovat kli¢/token pro zajisténi pfistupu k
a pro dany scope (napf.: AISP, PISP, ...) s vlastnostmi, které zde nastavi a typu grant(, které vybere.

# FREJITNAWEBKBE.CZ & API@KE.CZ

= KB APIPortal APls Applications L FREMYSL_HRIBA@KE.CZ@APIKE.CZ

< APPLICATION LIST
Test_KB

DETAILS SANDBOX KEYS SUBSCRIPTIONS

SHOW KEYS

Consumer Key

T e e E

Consumer Secret

Grant Types
The application can use the following grant types to generate Access Tokens. Based on the application requirement, you can enable or disable grant types for this application.
Refresh Token E SAML2 Implicil Passviord
IVUA-NTLM [ Client Credential B code
Callkack URL

hitps: v kb .cz

UPDATE

Generating Access Tokens

The following cURL command shows how to generate an access token using the Password Grant type.

curl -k -d "grant_type=passwordfusername=Usernamefpassword=Password” \
-H "Authorization: Basic Basebd(consumer-key:consumer-secret)” %
https:/fapi.kb.cz/token

In a similar manner, you can generate an access foken using the Client Credential grant type with the follewing cURL command.
curl -k -d "grant_type=client_credentials™ %

-H "Authorization: Basic BaseBd(consumer-key:consumer-secret)” )
https:/fapi.kb.cz/token

Generate a Test Access Token

Access Token

D e E

Above token has a validity period of 3600 seconds. I you want to regenerate this foken, please select i's scopes and validify pericd.

pisp : pisp.

SELECT.

alidity period

3600 Seconds

REGEMNERATE @
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1.5 Ulozeni Consumer Key a Consumer Secret

Prihlaseny uzivatel si zkopiruje (napf.: do Notepadu) hodnoty v polich ,Consumer Key*“ a ,Consumer Secret".
# PREJIT NA WEB KB.CZ & API@HKBE.CZ

= KB APIPortal APls Applications A FREMYSL_HRIBA@KE.CZ@API KB.CZ

¢ APPLICATION LIST
Test_KB

DETAILS SANDBOX KEYS SUBSCRIPTIONS

SHOW KEYS

Consumer Key

L T P E

Consumer Secret

Grant Types
The application can use the following grant types to generate Access Tokens. Based on the application requirement. you can enable or disable grant types for this application.
Refrash Tokan H SAML2 Irnplicit Passviord
IA-MTLI E Client Credential Code
Callback URL
hitps: o kb cz

UPDATE
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1.6 Predpoklady pro vygenerovani authorization_code/refresh token

Hlavnim predpokladem, ktery musi byt splnén pro to, aby se dané aplikaci mohl vygenerovat
authorization_code/refresh token je ten, Zze dana aplikace musi mit pfihlaSeny odbér (subscription) k API, jenz tuto
moznost umozZiuje a vyuziva (napf.: AISP, PISP, ...).

# PREJIT MAWEE KB.CZ = APIGKB.CZ

= KB APIPortal APls Applications L FREMYSL_HRIBA@KE.CZ@APIKE.CZ

€ APPLICATION LIST

Test KB

DETAILS SANDBOX KEYS SUBSCRIFTIONS
QF
APl Mame “  Subscription Tier Status Aclions
AISP-Sandbox - v1 Unilimited UNELOCKED ﬂ
CISP-Sandbaox - v1 Unlimited UNBLOCKED ﬂ
DAuth2-Sandbox - vi Unlimited UNBLOCKED ﬂ
PISP-Sandbox - v1 Unilimited UNELOCKED ﬂ
Show| 10 v enfriecs  Showing 1to 4 of 4 enfries n
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1.7 Zadani callback URL

Uzivatel zadd do textového pole ,Callback URL® v sekci ,Grant Types“ hodnotu https://www.kb.cz a pak zaSkrtne
checkbox s nazvem ,Code“. Jakmile tak ucini, stiskne uzivatel tlacitko ,UPDATE".

# PREJITMAWEB KECZ & AFIEKE.CZ

= KB APl Portal APls Applications L FREMYSL_HRIBA@KE.CZ@APIKE.CZ

€ APPLICATION LIST
Test KB

DETAILS SANDBOX KEYS SUBSCRIPTIONS

SHOW KEYS

Consumer Key

[T TT TP PP PP E

Consumer Secret

BRI RS E

Grant Types
The application can use the following grant types to generate Access Tokens. Based on the applicafion requirement. you can enable or disable grant types for this application.
Refresh Token |- Password
IVA-NTLM [ Client Credential
Callback URL
| UPDATE I
Generating Access Tokens
The following cURL command shows how fo generate an access token using the Password Grant type.
a
curl -k -d "grant_type=passwordiusername=Username&password=Password”
-H "Authorization: Basic Basebd(consumer-key:consumer-secret)
https://api.kb.cz/token
In & similar manner, you can generate an access token using the Client Credential grant type with the following cURL command.
g
curl -k -d "grant_type=client_credentials" %
-H "Authorization: Basic Basebd(consumer-key:consumer-secrat)” \
https://api.kb.cz/token
Generate a Test Access Token
Access Token
Above token has a validity period of 3600 seconds. If you want to regenerate this token, please select it's scopes and validity pericd.
Scopes
SELECT..
Validity pericd
3600 Seconds

GENERATE


https://www.kb.cz/

o KB

1.8 Uprava odkazu na identity server

Uzivatel dale v linku

https://api.kb.cz/sandbox/authfe?scope=aisp&redirect_uri=https:/iwww.kb.cz&client_id=2aXMYO VYV WLEHWOY
*&state2123456&response_type:code

zmeéni na zkopirovany consumer key (znak & uz do client_id nepatfi) ziskany v sekci Sandbox Keys dané
aplikace.

1.9 Pristup na identity server

Uzivatel si otevie anonymni okno libovolného prohlize€e a vlozi tam adresu upravenou podle instrukci z pfedchoziho
kroku.

10
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1.10 Prihlaseni

Po splnéni pfedchoziho kroku se uzivateli zobrazi obrazovka pro pfihlaSeni. Pro pfihlaSeni do textového pole
Username zada hodnotu ,926637611“ a do textového pole Password hodnotu ,sandbox“ nebo pouZzije své pfihladovaci

udaje do Sandboxu
# GO TO KB WEESITE

= KB APlPoral

£ GO BACK

Sign in to your account

Remember me on this computer

SIGN IN

1.11 Ziskani code

Uzivatel je poté pfesmérovan na dalsi stranku a v URL té stranky je obsaZena hodnota €60, ktera je potieba pro
generovani tokenu pozdeéji.

Komercni banka X

<« C @ KOMERCNI BANKA AS. [CZ] | https://www.kb.cz/cs/7cod

PODNIKATELE A FIRMY v %, soosms;  OBANCE  POBOCKY A BANKOMATY

ooy e B, [ |

UETY KARTY PUIEKY HYPOTEKY SPORENI INVESTICE POJISTENI VICE~

11



1.12 APl menu

o KB

Uzivatel poté kliknutim na napis ,APIs* v horni ¢asti obrazovky vstoupi do menu, kde jsou vSechna API, ke kterym ma

pristup.

# PREJITMAWEEKE.CZ

= KB APIPortl

+ ADD APFLICATION

Applications

& API@KB.CZ

Applications L PREMYSL_HRIBAGKE CZ@APIKECT

An application is a legical collection of APIs. Applications allow you fo use a single access token to invoke a collection of APIs and to subscribe fo one APl multiple imes with different SLA
levels. The DefaultApplication is pre-created and allows unlimited access by default.

Q. Fitterb

Mame * Tier

Defaultfpplication Unlimited

Test KB Unlimited
Show 10 v eniries Showing 11o 2 of 2 enfries

1.13 Vybrani API OAUTH2

Workflow Status Subscriptions Actions
ACTIVE 1
ACTIVE 4

Kliknutim na ,VIEW MORE" si uzivatel zobrazi dané API.

# PREJIT MAWEB KB.CZ

= KB APl Portal

APIs

Choose category

{3} PSD2 services

AISP-SANDBOX

Versian: vi

This is KE REST API supposed to
be wused by AISP (Account
Information Service Provider) io
refrieve the list of client's accounts,
account balance and transaction
history

YIEW MORE }

Chooge status

CISP-SANDBOX

Versian: vi

This iz KE REST APl supposed to
be used by CISP (Card I=suing
Service Providery to check the
client's account balance (whether
gpecific amount of money is
available on client's account)

VIEW MORE >

12
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What do you want to =

OAUTHZ-SANDEOX

Versian: v

SANDBOX KB IDP Authorization KE
API

| WIEW MORE > I
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1.14 Vstoupeni do APl OAUTH2

API CONSOLE-seznam operaci, které dané APl umoziiuje;
DOCUMENTATION-veskera dostupna dokumentace k uréené aplikaci; Zde je také mozné, pres tlacitko

~SUBSCRIBE", pfihlasit aplikacim odbér vybraného API, aby mohli vyuZivat jeho funkce, pokud je uZivatel fadné
prihlasen.

# PREJITNA WEE KB.CZ & API@KE.CZ

= IKB APl Portal APls Applications A FREMYSL_HRIBA@HE.CZ@APIKE.CT

< GO BACK

OAuth2-Sandbox

Version: w1 Updated: 11/May/2019 22:51:23 PM CEST Status:

SANDBOX KB IDP Authorization API

APl CONSOLE DOCUMENTATION

( Notice

‘fou require a testing cerificate and an access token to try the API. Please contact us on api@@kb.cz fo receive a fesfing cerificate. You can generate an access foken
in Applications menu.

Set Request Header
Authorization : Bearer | Access Token

Swagger ( /swaggerjson |

oauth2
oken SHOW MCRE
Irevoke SHOW MCRE

Applications Tiers

DEFAULTAPPLICATION UNLIMITED

Mew Application...

My Applications

Defaultipplication

13
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1.15 Vybrani operace ,,/token* na otestovani

Uzivatel vybere operaci, kterou si pfeje otestovat, v tomto pfipadé vybere ,/token“. Tato operace umoznuje zazadat a
nechat si vygenerovat refreshovaci nebo pfistupovy token.

# PREJIT MAWEB KE.CZ & AFIEKE.CZ
= KB APIPortal AFls Applications A PREMYSL_HRIBA@KE.CZEAPIKE.CT
< GO BACK
OAuth2-Sandbox
Version: w1 Updated: 11/May/2019 22:51-23 PM CEST Status:

SANDBOX KE IDP Authorization API

You require a tesfing certificate and an access token fo try the APL Please contact us on api@kb.cz to receive a testing certificate. You can generate an access foken
in Applications menu

Sef Request Header

Authorizafion : Bearer | Access Token

oauth2

FOST
FOST rewoks SHOW MORE

SHOW MORE

Applications Tiers

DEFAULTAPPLICATION UNLIMITED

1.16 Vyplnéni pozadovanych poli u operace ,,/token*

Uzivatel, ktery si pfeje nechat vygenerovat pfistupovy token, vyplni vS8echna povinna pole hodnotami v pfisluSném
formatu: Do pole s nazvem ,code“ zada code, ktery nalezl v URL v kroku 1.11. Do pole redirect uri zada
https://www.kb.cz . Do pole s nazvem ,client_id“ zada consumer key, ktery si ulozil v kroku 1.5. Do pole s nazvem
Lclient_secret” zada consumer secret, které si ulozil v kroku 1.5. Pokud vSe provedl, jak mél, je mu po stisknuti tlacitka
,TRY IT OUT*, vygenerovan pfislusny token.

14
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# PREJIT NA WEE KBCZ

= AFIEKE CZ
= KB APl Portal APls Applications A FREMYSL_HRIEA@KE.CZ@AFIKE.CZ
{ GO BACK

OAuth2-Sandbox

Version: v1 Updated: 11/May/201% 22:51:23 PM CEST Status:
SANDBOX KB IDP Authorization AP
APl CONSOLE DOCUMENTATION
(@ Natice

You require a testing ceriificate and an access token to try the APL Please confact us on apif@kb.cz to receive a tesfing cedificate. You can generate an access token
in Applications menu.

Set Request Header

Authorization : Bearer | Access Token

Swiagger { /swaggerjson )

oauth2

foken

SHOWLESS ~

Implementation Mates

After your application obtained an authorization cede, it may exchange the authorization code for refresh and access token.

Respense Class (Status 200)
OK

Example Value

“token_type™: =
“occess_token
“refresh_token™:
“ewpirea_in": 8,
“ocr”: B

Response Content Type applicationdison

Parameters
Farametar Walue Description Parametar Type Data Type
code The authorization code returned from the initial reguest. formDats string
refresh_token The refresh token string. formDats string
grant_type authorization_coda ¥ Valid values: authorization_coda. formData string
The authorization code will be s=nt to this callkack URL a5 a
redirsct urt para.met.er. It I‘I'-I. =t r!'al{'l one of the URLs registzrad :Iu'.rg farmDats string
- application regisiration. The value defaults to the first redirect
URI configured for the client.
elient_id The client ID obtained during applcation registration. formDats string
elient_secret The clizn: spplication seoret formDats string

15



1.17 Vypsani chyby u operace ,,/token*

. KB

Pokud byla néktera hodnota zadana Spatné, vypiSe se po zmacknuti tlacitka ,TRY IT OUT* jedna z nasledujicich
chybovych hlasek, jinak probé&hne vypis vysledku.

Respanse Messages
HTTP Status Code

4@e

483

4p4

489

415

TRY IT OUT

Reason Response Model
Invwalid_request Invalid_scope Example Value
“errora”: [
i
¥
1
B

Unautharized_cliznt Access_denisd Example Value
“errors™: [
i
¥
1
}

Forbidden_|nsufficient_scope Example Value
“errora”: [
i
¥
1
B

Mot_Found Example Value

"errors™: [
i

“error”: “ERR_CODE_:

¥
1
i

Conflict Example Value
“errora”: [
i
¥
1
B

Unsuppertzd_Medis_Type Example Value

“errora”: [
i

“error”: “ERR_CODE_:

¥
1
i

Unprocessable_Entity Example Value
“errora”: [
i
i)
1
B

Server_Emor Example Value

"errors™: [
i

“error”: “ERA_CODE_588"

¥
1
i

16

“error”: "ERR_CODE_400

“error”: "ERR_CODE_422°

“error”: "ERR_CODE_408~

81"

“error”: “ERR_CODE_:

“error”: "ERR_CODE_483~

Headers



. KB

1.18 Vybrani operace ,,/revoke* na otestovani

Uzivatel vybere operaci, kterou si preje otestovat, v tomto pfipadé vybere ,/revoke®. Tato operace umoznuje zruSit
platnost existujiciho refreshovaciho anebo pfistupového tokenu.

# PREJITNAWEBKB.CZ

& APIGKE.CZ

= KB APIPortal APls Applications L FREMYSL_HRIBAGKE CZ@APLKE.CZ
< GO BACK

OAuth2-Sandbox

Version: v1 Updated: 11/May/2019 22:51-23 PM CEST Status:
SANDBOX KB IDP Authorization API
API CONSOLE DOCUMENTATION
( Notice

“fou require a tesfing certificate and an access token to try the API. Please contact us on apif@kb.cz o receive a testing certificate. ou can generate an access token
in Applications menu.

Sel Request Header

Authorizafion : Bearer | Access Token

Swagger | /swaggerjson )

oauth2

POST ‘oken SHOW MORE

SHOW MORE

Applications Tiers

DEFAULTAPPLICATION UNLIMITED

17
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1.19 Vyplnéni pozadovanych poli u operace ,,/revoke*

Uzivatel, ktery si preje zrusit uz existujici token, vyplni vdechna povinna pole hodnotami v pfislusném formatu. Pokud
vSe provedl, jak mél, je dany token zruSen. V pfipadé, Ze nejsou vyplnéna vSechna povinna pole, vypis se neprovede a
nevyplnéna pole jsou rudé zvyraznéna.

# PREJIT NAWEE KB.CZ

= AFIGKECZ

= KB APl Portal APls Applications A FREMYSL_HRIEA@KE.CZ@AFIKE.CZ
¢ GO BACK

OAuth2-Sandbox

Version: v1 Updated: 11/May/2019 22:51:23 PM CEST Status:
SANDBOX KB IDP Authorization AP
API CONSOLE DOCUMENTATION
(i) Notice

“fou require a testing cerificate and an access foken to fry the API. Please confact us on api@kb.cz to receive a fesfing cerificate. You can generate an access token
in Applications menu.

Set Request Header
Authorizafion : Bearer | Access Token

Swagger | /swaggerjson

oauth2
token SHOW MORE ~
revoke SHOWLESS -~

Implementation Notes

The AFI to revoke refresh token and/or access token.

Parameters

Parameter Value Description Parameter Type Data Type
Laken [required) The value of refresh or access token. formData string
elient_id [required]) The client ID ebtained during application registration. formData string
client_secret [required) The client application secret formData string

18



1.20 Vypsani chyby u operace ,,/revoke*

Pokud byla nékterd hodnota zadana Spatné, vypiSe se po zmacknuti tlacitka ,TRY

chybovych hlasek, jinak probé&hne vypis vysledku.

Respense Messages

HTTP Status Cods Reason

204 OK

382 Invalid_request Invalid_client Access_denied
4na Inwalid_request Invalid_scope

481 Unauthorized_clisnt Access_denizd
403 Forbidden_Insufficient_scope

484 Mot_Found

483 Conflict

415 Unsupported_Medis

422 Unprocessable_Entity

SEE Server_Emor

TRY IT OUT

Response Modeal

Ezample Value

“errorz”: [
i

“error”: "ERR_CODE 408~

b
]
b

Example Value

“errora”: [
i

“error”: “ERR_CODE_241*

H
1
F

Example Value

"errors™: [
i

“error”: “ERR_CODE_443"

H
]
F

Ezample Value

“errorz”: [
i

“error”: "ERR_CODE_484~

H
]
b

Example Value

“errora”: [
i

“error”: “ERR_CODE_480™

H
1
F

Example Value

“errora”: [
i

“error”: “ERR_CODE_215"

H
]
F

Example Value

“errors™: [
i

“error”: "ERR_CODE_422™

H
]
b

Example Value

“errora”: [
i

“error”: “ERR_CODE_588™

T
1
F

19
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IT OUT* jedna z nasledujicich
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2 Postup pristupu do aplikace pres primé volani
2.1 Charakteristika requestu Ziskani/vystaveni tokenu

Poté co vase aplikace obdrzi autorizaéni kéd, mize ho nasledné vymeénit za access nebo refresh token.

URI: /token

HTTP Metoda: POST

Request URL: https://api.kb.cz/sandbox/oauth2/vl/token

Authorization: request vyzaduje autorizaci uzivatele/klienta jako soucast volani API
Certification: request vyzaduje pouziti kvalifikovaného certifikatu treti strany.

Podporované koédovani: charset=UTF-8

Parametry requestu:

code string n  (pokud | Autorizacni kéd vraceny z pavodniho requestu.
se jedna o
ziskani
access
tokenu pak
je povinny)

refresh_token string n (pokud | Retézec refre$ovaciho tokenu..
se jedna o
obnoveni
access
tokenu pak
je povinny)

grant_type string y Validni hodnoty autorizacniho kédu
Povolené hodnoty : authorization_code, refresh_token

redirect_uri string n  (pokud | Autorizaéni kéd bude zaslan na toto URL jako parametr.
se jedna o | Musi se shodovat s jednim URL zaregistrovanym
ziskani béhem registrace aplikace. Hodnota je defaultné
access nastavena na prvni URI, které bylo klientovi
tokenu pak | nakonfigurovano.
je povinny)

client_id n (pokud | Client_ID je ziskano béhem registrace aplikace, ID
se jedna o | aplikace TPP.
ziskani
access
tokenu pak
je povinny)

client_secret string n (pokud | Client secret - password/token vydany IDP banky/bance
se jedna o | pro aplikaci (client_id) TPP
ziskani
access
tokenu pak
je povinny)
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Priklad requestu:

POST /oauth2/token HTTP/1.1
Host: idp.banka.cz

Content-Type:

code=a200234062baa2adaB828bbd33cl1f6054¢&
client id=MyPFMé&

client secret={client secret}é&
redirect uri=https://www.mypfm.cz/starté
grant type=authorization code

Parametri resionse:

. KB

application/x-www-form-urlencoded

token_type string y Typ zadaného tokenu. Hodnota nerozliSuje velka
pismena. Typ tokenu napfiklad “Bearer”

access_token string y PFistupovy token vydany autorizaénim serverem.

refresh_token string n Refreshovaci tokeny jsou povéfeni uzivana k obstarani
novych pfistupovych tokenl kdyz uz byly autorizovany.

expires_in integer($int64) y Zivotnost pfistupového tokenu, uvadi se v sekundach.

acr integer($int64) n Uroveri zabezped&eni autentizace. Nabyva hodnot 0 a2
4. Default 3. Hodnota ,0“ znamena nonSCA.

Pfiklad response bez chyby:
Uspésné zpracovany request odpovi response s takto definovanym JSON payloadem:

{

"expires in":

3600,

"token type": "Bearer",

"access token":
"refresh token":
"acr": "O"

}

Chybové kédy:

"ae9%eef900afd42c674d0blcl128c37c2d"
"be9eef9b0afd2c674d0blcl128c37c2g",

400 invalid_request Nevalidni request. V dotazu chybi povinné pole nebo je
v nevhodném / nevalidnim formatu.

401 Unauthorized_client Chybna autorizace na strané klienta, pfistup odepren

Access_denied

403 Forbidden Klient neni opravnény provadét tento dotaz.

404 Not found Zadany dotaz se nepodafilo najit

429 Too many requests Kapacita systému byla prekro€ena zadanim pfiliSného mnozstvi
requesty.

500 Internal server error Chyba serveru
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2.2 Charakteristika requestu Zneplatnéni tokenu

API slouzici ke zruSeni platnosti refresh nebo access tokenu.

URI: Irevoke

HTTP Metoda: POST

Request URL: https://api.kb.cz/sandbox/oauth2/vl/revoke

Authorization: request vyzaduje autorizaci uzivatele/klienta jako soucast volani API
Certification: request vyzaduje pouziti kvalifikovaného certifikatu treti strany.

Podporované kédovani: charset=UTF-8

token OAuth2 access nebo refresh token ziskany na zakladé autentizacniho procesu po vyméné
za code resp. refresh token (v pfipadé access_tokenu)

Priklad requestu:

POST /oauth2/revoke HTTP/1.1

Host: idp.banka.cz

Content-Type: application/x-www-form-urlencoded

token=be9%eef90afd42c674d0blcl128c37c2g

Chibové kédi:

302 Invalid_request Nevalidni request nebo nevalidni klient, pfistup odepfen.
Invalid_client
Access_denied

400 invalid_request Nevalidni request. V dotazu chybi povinné pole nebo je
v nevhodném / nevalidnim formatu.

401 Invalid_client Nevalidni klient, nevalidni opravnéni nebo nevalidni token.
Invalid_grant
Invalid_token

403 Forbidden Klient neni opravnény provadét tento dotaz.

404 Not found Zadany dotaz se nepodafilo najit

429 Too many requests Kapacita systému byla prekro€ena zadanim pfiliSného mnozstvi
requestu.

500 Internal server error Chyba serveru
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2.3 Charakteristika requestu na Autorizaéni resource

Kdyz vas klient/aplikace neni autorizovan, musi si obstarat autorizaéni kod, pfedtim nez si zazada o pfistupovy token.
Vase aplikace muze zahdjit autorizaéni proces tim, Ze pfesméruje webovy prohlize¢ svého uzZivatele na bankovni
autorizaéni server. Server poté bude po uzivateli pozadovat jeho Udaje. Uzivateli se zobrazi povoleni specifikovana
scopem a seznam bankovnich a platebnich sluzeb a uctd, ze kterych mize uzivatel vybirat. Pokud uZivatel povoli vasi
aplikaci pfistup k néCemu z toho, server zasle autorizatni kod na callback URL tim, Ze pfesméruje prohlize¢ na
redirect_uri.

URI: /ssologin

HTTP Metoda: GET

Request URL: https://api.kb.cz/sandbox/oauth2/autfe/ssologin
Authorization: request vyzaduje autorizaci uzivatele/klienta jako souc¢ast volani API
Certification: request vyzaduje pouziti kvalifikovaného certifikatu treti strany.

Podporované kédovani: charset=UTF-8

Param etl‘i I‘Ei uestu:

response_type code y Povinny parametr. Ur€uje pouzité autentizacni flow. V tomto
pfipadé code grant. Pro autentizacni proces to znamena, ze
jako vysledek Uspésné identifkace a autentizace je
oCekavan jednorazovy code na misto access_tokenu.

client_id ID aplikace |y Jedineény identifikator aplikace TPP vydany bankou, resp
TPP IDP  banky/bance. Napf. pouzitim  resource 0.
Inicializaéni/registracni resource”

redirect_uri URL y URL kam je na konci pfesmérovano flow autentizace. Toto
URL je stanoveno jiz pfi vydani client_id a v ramci
autentizace je tento parametr validovan proti URL
zavedenému k client_id v systému IDP banky. Hodnota by se
méla shodovat s jednou z hodnot zavedenych pouzitim
resource ,,0. InicializacCni/registracni resource®.

scope Seznam n Jedna se o pole aplikaci pozadovanych scope (opravnéni). V
opravnéni pfipadé PSD2 to mohou byt role aisp a pisp. Napf. pokud je
oddéleny TPP drzitelem obou opravnéni mize zde pro svoji aplikaci
mezerou pozadat jen o jedno z nich nebo oboje viz priklad requestu

state Libovolny n Timto parametrem je mozné obohatit redirect uri pfi
string pfesmérovani. Slouzi k pfedani informaci z aplikace pres

autentizacni flow.

Priklad requestu:

GET /oauth2/authfe/ssologin HTTP/1.1

Host: idp.banka.cz

Content-Type: application/x-www-form-urlencoded

client id=MyPFMé&

redirect uri=https://www.mypfm.cz/starté
response_ type=codeé&

scope=aisp pispé&

state=balance
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code Autoriza¢ni code

state Parametr state z requestu TPP

Priklad response bez chyby:

content-type: application/x-www-form-urlencoded

date: Wed, 8 Mar 2017 20:56:28 GMT
location: https://www.mypfm.cz/start?

code=a200234062baa2ada828bbd33clf6054&

state=balance

status: 302

Chybové kaédy:
302 invalid_request Nevalidni request. V dotazu chybi povinné pole nebo je
v nevhodném / nevalidnim formatu.
302 unauthorized_client Klient neni opravnény provadét tento dotaz.
302 access_denied Autorizani server odmitl pfistup.
500, 503 server_error Chyba autoriza¢niho serveru.
302 invalid_scope Neplatny scope pozadavku.

Priklad error response:
HTTP/1.1 302 Found

Location: https://www.mymultibank.com/login?

error=invalid request

&error description=Unsupported%20response uri

&state=login cz
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